Breach Notification from the Genesis Healthcare Corporate Compliance Department
Missing Laptop
June 13, 2018

Genesis Rehabilitation Services abides by requirements to protect the confidential, protected
health information of its patients. This standard is part of the company’s Code of Conduct, and a
duty which our employees, as health professionals, work diligently to keep.
On or about April 19, 2018, a laptop computer that included information about some former and
current patients of Genesis Rehab Services who received physical, occupational and speech
therapy services in South Carolina was determined to be missing. Upon discovering the loss, an
extensive search was conducted to locate the missing laptop. In addition, we reported the loss to
local law enforcement and are cooperating in their investigation.
We are posting information about this incident on our public website in compliance with the
Health Insurance Portability and Accountability Act (HIPAA) Breach Notification Rule. Based
on our review, the protected health information that may have been stored on the missing device
included 138 patient names. The information also may have included dates of birth, social
security numbers, medical insurance identification numbers, information about treatment and
diagnoses, and/or dates of service for these patients. No credit card data or other financial
information was stored in the device. In order to fully address this issue, we are currently
validating the encryption status of all remaining computers.
Maintaining the confidentiality of protected health information is and continues to be a priority
for us. We have no indication that the information on the laptop has been accessed, misused, or
re-disclosed. In order to relieve concerns about this incident, we have engaged LifeLock to
provide its LifeLock Standard™ identity theft protection service to specific individuals that we
have identified who were provided with rehabilitation services by Genesis Rehabilitation
Services in South Carolina between December 13, 2016 and March 29, 2018. If you believe you
may have been impacted by this incident, please contact the Genesis Customer Reach Out Line
at 1.800.944.7776 or email Reachout@genesishcc.com for further information and to determine
if you qualify for LifeLock services.)
We apologize for any inconvenience this may cause. We trust that the quality and reliability of
the support services being offered demonstrate our continued commitment to security. This
incident will be reported in accordance with regulatory requirements under the Health Insurance
Portability and Accountability Act (HIPAA).

